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Abstract

This paper studies the relationship between the differential privacy of initial values and the observability for general linear
dynamical systems with Gaussian process and sensor noises, where certain initial values are privacy-sensitive and the rest is
assumed to be public. First of all, necessary and sufficient conditions are established for preserving the differential privacy and
unobservability of the global sensitive initial values, respectively to show their independent properties. Specifically, we show
that the observability matrix reduced by the set of sensitive initial states not only characterizes the structural property of
noises for achieving the differential privacy, but also affects the achievable privacy levels, while the unobservability relies on the
rank of such reduced observability matrix. Next, the inherent network nature of the considered linear system is explored, where
each individual state corresponds to a node and the state and output matrices induce interaction and sensing graphs, leading
to a network system. Under this network perspective, the previously established results are extended for initial values of local
nodes to study their differential privacy and connections with their observability. Moreover, it is shown that the qualitative
property of the differential initial-value privacy is either preserved generically or lost generically, which is the same as the
unobservability in the local sense, while subject to a subtle difference from the unobservability in the global sense that is either
preserved fully or lost generically. Finally, a privacy-preserving consensus algorithm is revisited to illustrate the effectiveness
of the established results.
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1 Introduction inputs in their local views, so that collective decisions be-
come possible. The shared signals might directly contain
sensitive information of a private nature, e.g., loads and
currents in a grid reflect directly activities in a residence
or productions in a company [8]; or they might indirectly
encode physical parameters, user preferences, economic
inclination, e.g., control inputs in economic model pre-
dictive control implicitly carry information about the
system’s economic objective as it is used as the objective
function [9)].

The rapid developments in networked control systems
[2], internet of things [3,4], smart grids [5], intelligent
transportation [6,7] during the past decade shed lights
on how future infrastructures of our society can be made
smart via interconnected sensing, dynamics, and control
over cyber-physical systems. The operation of such sys-
tems inherently relies on users and subsystems sharing
signals such as measurements, dynamical states, control

Initial values of a dynamical system may carry sensi-
tive private information, leading to privacy risks related
to the initial values. For instance, when distributed load
shedding in micro-grid systems is performed by employ-
ing an average consensus dynamics, initial values repre-
sent load demands of individual users [10]. Besides, tak-
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ing an autonomous vehicle for an instance, the initial
position may represent the home address of user [11].
In the literature, several results have been reported to
address the initial-value privacy, such as [12-15], where
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the initial-value privacy of the average consensus algo-
rithm over dynamical networks was studied, and inject-
ing noises was used as a privacy-protection approach.
The privacy of the initial value for a dynamical system is
also of significant theoretical interest as the system tra-
jectories or distributions of the system trajectories are
fully parametrized by the initial values, in the presence
of the plant knowledge.

Observability is a fundamental notion of dynamical
systems, measuring how well the system states can be
inferred from measured outputs. This also implies the
intrinsic connection between the observability and the
initial-value privacy risk. Along this line, the initial-value
privacy in the unobservability sense has been studied
in [16-18]. Moreover, in [28] a sufficient condition is es-
tablished, showing that the differential privacy of initial
values is also quantitatively related to the observability
in the sense that the achievable privacy levels rely on the
observability matrix. A qualitative, and more thorough
connection, e.g., from a necessary and sufficient condi-
tion, between the differential privacy and the observabil-
ity is still unclear. Besides, it is worth noting that in the
previously mentioned results the whole system initial
states are regarded as sensitive. However, in the pres-
ence of malicious agents or sensors, or due to the phys-
ical nature of certain state entries (e.g. the velocity of
an autonomous vehicle), part of the initial states might
be subjected to public disclosure. Particularly, though
the system initial values or individual initial values can
be unobservable from the outputs, they may become ob-
servable under such publicly disclosed information, lead-
ing to a different observability of initial values. In view
of this, it is natural to ask how the observability is re-
lated to the differential privacy of initial values in the
presence of the disclosed initial values.

In this paper, we consider general linear dynamical
systems with Gaussian process and sensor noises, in
which there are certain sensitive initial values and the
non-sensitive initial values are supposed to be public.
For such linear systems, we aim to establish necessary
and sufficient conditions so as to comprehensively re-
veal the fundamental relationship between the differen-
tial initial-value privacy and the observability for linear
systems.

1.1  Contributions

This paper studies the differential privacy of certain
initial values for general linear systems, and explores
the connection with the corresponding observability. We
first study both concepts from a global level by taking
the sensitive initial values as a whole, and then turn
to local initial values by exploring the inherent network
nature of linear systems, where each dimension of the
system state corresponds to a node, and the state and
output matrices induce interaction and sensing graphs.

The contributions of this paper can be summarized into
the following three aspects.

(i) Taking the sensitive initial values as a whole, we estab-
lish necessary and sufficient conditions, respectively
for both differential privacy and unobservability to
show their independent properties. Particularly, both
qualitative and quantitative conditions are developed,
characterizing the effect of the observability matrix
reduced by the sensitive initial states on the noise
structure for achieving the differential privacy and the
achievable privacy levels by the noises, respectively.
In contrast, the unobservability equals to the non-full-
rank property of such a reduced observability matrix.
This in turn clarifies the fundamentally different roles
played by the observability matrix in both notions.

(ii) Taking the system as a networked system, we gener-
alize the results for the global sensitive initial values
by establishing necessary and sufficient conditions for
the differential privacy and the unobservability of ini-
tial values of local nodes, respectively.

(iii) We further investigate the qualitative effect of network
structure to differential initial-value privacy, and show
that it is either preserved generically or lost generi-
cally, which is the same as the unobservability in the
local sense, while subject to a subtle difference from
the unobservability in the global sense which is either
preserved fully or lost generically.

The structural analysis for differential privacy and un-
observability in the presence of disclosed initial values
extends the classical work on structural observability
[19-21] where generic conditions are established. Be-
sides, the results on differential initial-value privacy may
shed insights on privacy preservation of linear systems.

1.2  Related Work

This paper is established on the privacy metrics in the
literature to address privacy concerns of dynamical sys-
tems. A notable metric is differential privacy, which has
received significant attention in the database field since
the seminal works [22,23]. Recently, such privacy met-
ric has been applied to dynamical systems for problems
ranging from average consensus seeking [12, 13, 24, 25]
and distributed optimization [26,27] to estimation and
filtering [8,11] and feedback control [28-30]. In particu-
lar, random noises are injected to measurements to pro-
tect the state-trajectory privacy, with initial-value pri-
vacy as a particular case, for a filtering problem in [11]
and a cloud-based linear quadratic regulation problem
in [29]. In [28], the differential privacy of control inputs
and initial states is investigated for linear control sys-
tems. It is shown that the (input) observability affects
the differential privacy levels that can be achieved by the
added noises. In [13], an average consensus algorithm is
developed by perturbing the communication messages
and computation procedures with exponentially decay-
ing noises to preserve the differential privacy of initial



values, and an optimal policy has been established by
perturbing the initial values with random noises. We
note that all these results consider a strong differential
privacy requirement in the sense that there is no public
information on the privacy-sensitive data, which is dif-
ferent from our case where there are some public initial
values. Moreover, this paper also develops qualitative
conditions on the noise structure and studies the generic
property of the differential privacy, which are absent in
these results.

Another related but different privacy risk lies in the
possibility of making an accurate enough estimation of
the sensitive parameters or signals from observations.
In [17,18], the initial-value privacy is defined in the sense
that the initial values cannot be deterministically recov-
ered. In [16] the variance matrix of the maximum likeli-
hood estimation was utilized to measure the adversary’s
inherent ability to infer system states, with initial states
as a particular case. If the system is unobservable from
the adversary’s observations, then the resulting variance
matrix is not finite, leading to the so-called security of
the system states. This idea is further developed in [15]
to propose a privacy-preserving average consensus with
a malicious node. In [31], a measure of privacy was de-
veloped using the inverse of the trace of the Fisher infor-
mation matrix, which is a lower bound of the variance
of estimation error of unbiased estimators.

The study of unobservability of initial values and its
generic property in this paper are of relevance to the
works on the classical observability/controllability and
their structural properties [21], respectively. Recent ad-
vances along these lines contain such as [32] for structural
controllability of symmetric networks, [33] for structural
observability of bilinear systems, [34] for structural state
variable controllability and [35,36] for strong structural
controllability. Readers of interest can see [20] for a sur-
vey. It is worth noting that the notion of observability has
been developed for undetectable attacks in [37,38]. Com-
pared to these relevant results, our (generic) unobserv-
ability of global sensitive initial values can be regarded
as a generalization of the classical (structural) unobserv-
ability by additionally considering the effect of the pub-
lic non-sensitive initial values. Besides, the unobservabil-
ity of local initial values is shown to be either preserved
generically or lost generically, which is indeed different
from the classical structural properties [20,21,32,33], in
which the observability /controllability is either generi-
cally preserved or fully lost.

1.8 Organization and Notation

The remainder of the paper is organized as follows.
Section 2 formulates the problem of interest for linear
(networked) systems. In Section 3, the relationship be-
tween the differential privacy and unobservability of sen-
sitive initial values as a whole is addressed. Then regard-

ing the system from the network perspective, the previ-
ously established results are extended to study differen-
tial initial-value privacy of local nodes and its connec-
tion with the observability in Section 4, and in Section
5 the generic properties of all these differential privacy
and unobservability are discussed from a qualitative per-
spective. To illustrate the effectiveness of the proposed
results, the privacy-preserving average consensus algo-
rithm proposed in [15] is revisited in Section 6. Finally a
brief conclusion is made in Section 7. All technical proofs
are presented in Appendices. This paper is a significant
extension over the preliminary version [1] by developing
new technical results in Theorems 1-4 and illustrative
examples.

Notation. Denote by R the real numbers, R™ the real
space of n dimension for any positive integer n and N
the set of natural numbers. For any z1, ...,z € R", we

L
denote [z1;...;x,] as a vector [xf Loz e R
and [21,...,2m,] as a matrix of which the é-the column
is x;, 1 = 1,...,m. For any matrix A € R™*"™, denote

AT as its MoorePenrose inverse. The range of a matrix
(i.e., column space) or a function is denoted as range(-),
and the span of a matrix (i.e., row space) is denoted
as span(-). Denote e; € R™ as a basis vector whose en-
tries are all zero except the i-th being one. For any set
P C {1,2,...,n} of | elements, we denote Ep € R"*! as
the matrix with each column as a basis vector e; with
j € P. We denote by n ~ N(0,%) if  is drawn from a
multivariate Gaussian distribution with zero mean and
covariance matrix X. Given a symmetric, positive (semi)-
definite matrix ¥ € R"*" we denote /X as a matrix
A € R™" satisfying ATA = .

2 Problem Statement
2.1 Preliminaries

We consider the following linear time-invariant (LTT)
system
Xi11 = Axy + vy

(1)

yi = Cx¢ + wy

for t € N, where x; 1= [214;...;2n,) € R™ is state, y; €
R™ is output, vy € R™ is process noise, and wy; € R™ is
measurement noise. Throughout the paper, we assume
that v, and w; are random variables according to some
zero-mean multivariate Gaussian distributions, but not
necessary to be mutually independent, and C # 0.

In this paper, we let certain initial values x§ := El-'; Xq
of system (1) be privacy-sensitive, with P C V :=
{1,...,n}, and denote the rest initial states as
x5 = E{xg with D = V/P. Besides, we impose the
following assumption.



Assumption 1 The system matrices A, C, the initial
states x5 and the outputy; fort = 0,1,...,T are public.

It is known that if the system (1) is observable, then
the system initial values xq are identifiable/observable
(or accurately estimated in the absence of noises) from
the output. This clearly implies the intrinsic connection
between the initial-value exposure risk and the observ-
ability of linear systems. In view of this, this paper aims
to further study the connection of the observability with
the initial-value privacy, with a particular focus on an in-
creasingly popular notion of differential privacy [39], as
defined in the subsequent subsections. As a result, this
can not only add to our understanding of initial-value
privacy for linear systems, but also provide insights on
the role of the observability in protecting differential pri-
vacy of initial states.

It is worth noting that this paper considers a gen-
eral scenario where certain initial values x{, are privacy-
sensitive, with the overall initial values xq being sensi-
tive, i.e., P = V as a particular case. This is mainly be-
cause each system state may have a different physical
meaning and only a part of their initial values contain
sensitive information. For example, consider dynamical
systems of autonomous vehicles [11], in which initial po-
sitions may be sensitive as they may represent private
information (e.g. home addresses) of users, while initial
velocities are not sensitive. Besides, in Assumption 1 the
non-privacy-sensitive initial states x5 are assumed to
be disclosed, which, on the one hand allows the consid-
ered setup applicable to more general adversaries, and
on the other hand, is motivated from practical scenar-
ios. For example, the vehicle from home has a public
initial velocity as zero. Besides, when running a consen-
sus algorithm to compute the average of initial values
(i.e., loads) for the load shedding problem in a power
grid [10], some of the network initial values are public,
e.g., since they belong to government organizations that
openly publish their energy usage, while the remainder
belongs to private users and their energy usage is con-
sidered commercially sensitive. In view of the different
properties of the initial values associated to the sets P
and D, we thus term the sets P and D as the private set
and the disclosed set, respectively in the sequel.

Remark 1 It is noted that the noises vy and w; in the
system (1) may also contain the noises injected for pri-
vacy protection, such as the noises added to the measured
positions in a privacy-preserving traffic monitoring sys-
tem [11], or the noises added to both the iteration process
and communication messages in the privacy-preserving
average consensus algorithm [13,15].

2.2 Global Initial- Value Privacy

In this subsection, we take the sensitive initial values

xt as a whole and specify the differential privacy and the

unobservability of x§ for the system (1), respectively.

To facilitate the subsequent definitions, we denote

the measurement vector Yoy = [yO;Y1;~-~§YT]7 the
noise vectors Vp = [vo;vq;...;vp—1] and Wp =
[wo; w1;...;wr], and

0 0 0 O

C C 0 0 0

CA CA cC .00

Ot = 9 Ht =
t
CA CA'"™2 CA'™3 . C 0
CA"1 CA*™2 ... CA C

Thus, the mapping from the initial state x( to the output
trajectory Yp as 4 : R" — R"™T+D can be described
by

Y= ///(xo) = O0rxg+Hyr Ve + Wop. (2)

Then we introduce the following definitions.

Definition 1 Let the private setP C V and the disclosed
set D = V\P.

(a) The initial values x§ of system (1) are (e,0)-

differentially private under u-adjacency for e > 0,
5§ €10,1) and pu > 0, if for all M C range( A ),

P(A (x0) € M) < e P(M (%0) €M)+ (3)

[OPT’ any X, %o € R, satisfying x5 = x5 and ||x§ —
X0 [|< p.

(b) The initial values x§ of system (1) are unobservable,

if for any initial state xg € R™, there exists Xy € R"
satisfying xp = X§ and x§ # %L, such that for all
M C range( M),

P(A (x0) € M) = P(M (ko) €M).  (4)

The notion of differential initial-value privacy in Defi-
nition 1.(a) follows the standard differential privacy [23,
39] and has been studied in [13,30]. Particularly, under a
particular case with an empty D, it is shown in [30] that
the achievable differential privacy levels (¢, d, 1) rely on
the observability matrix O7. The notion of unobserv-
ability in Definition 1.(b) can be regarded as a simple
generalization of the standard unobservability of the sys-
tem (1) in the presence of the noises and the disclosed
set. From a conceptual perspective, the X satisfying (4)
yields (3) with e = § = 0. However we cannot say that
the unobservability of x{ implies its (0,0)-differential
privacy, as there is no guarantee that such Xy can be ar-
bitrary in the u-adjacency of xg. On the other hand, it is
clear that when € = § = 0, the (¢, §)-differential privacy
of x§ implies its unobservability, while for other cases of
(€,0), there is no guarantee of such implication.



Remark 2 In this paper, we focus on the additive noises
vy, wy in (1) according to Gaussian distributions, which
renders the mapping A in (2) to be a Gaussian mech-
anism and makes the subsequent privacy analysis con-
venient. However, considering that these noises may be
designed for preserving initial-value privacy as addressed
in Remark 1, it ws worth noting that they may be multi-
plicative noises [43] or additive Laplace noises [13] for
other type of mechanisms, under which the desired dif-
ferential privacy can be preserved, but with possibly new
noise requirements compared to the conditions given in
the forthcoming Theorems 1 and 2.

2.3 Linear Networked Systems and Local Initial- Value
Privacy

The system (1) can also be understood from a net-
work system perspective, e.g., [41]. Let z;; be the i-th
entry of x;. By viewing each z;; as the dynamical state
of a node, the matrix A indicates a graph of interac-
tions among the nodes. Similarly, viewing each entry of
y: as the measurement of a sensor, the matrix C indi-
cates a graph of interactions between the nodes and the
sensors. In this respect, we consider a network consist-
ing of n network nodes and m sensing nodes, leading to
a network node set V.= {1,...,n} and a sensing node
set Vg = {s1,...,8m} 2, respectively. Define the in-
teraction graph G = (V,E) with edge set E C V x V,
and the sensing graph Gg = (V, Vg, Eg) with edge set
Es C V x Vg. Then, the private set P represents a set of
nodes whose initial states are confidential, while the dis-
closed set D represents the rest nodes whose initial states
are non-confidential and public. Let A = [a;;] € R™"*"
and C = [¢;;] € R™*™. We say (A, C) to be a configu-
ration complying with the graphs G, Gg, if a;; = 0 for
(4,1) ¢ Eand ¢;; = 0 for (j,s;) ¢ Es.

In the network setting, the local agent is concerned
about its own local initial-value privacy. In the following,
we generalize the global notions in Definition 1 to the
network setting for local privacy and unobservability.

Definition 2 Given any network structure G, Gg, let the
private set P C 'V, the disclosed setD = V\P and (A, C)
be any configuration complying with graphs G, Gs.

(a) The initial-value of node i € P is (e, §)-differentially
private under p-adjacency for e > 0, § € [0,1) and
> 0, if for all M C range( ), (3) holds for any
non-identical Xo, %o € R,,, satisfying |z, 0 — Ti0|< 1
and xj0 = Zj0 for all j # 1.

(b) The initial-value of node i € P is unobservable, if for
any initial state xg € R™, there exists Xy € R™ such
that x; o # &io, £j0 = ;0 forj € D, and (4) holds.

2 To be distinguished with notations for nodes in the inter-
action graph G, we use s; to denote the i-th sensing node
whose measurement is y;.

Under a particular case with P = V, we note that the
unobservability of node 4’s initial value is equivalent to
state variable unobservability of the node state z; ;, a
dual notion of state variable uncontrollability [34].

Remark 3 In Definition 2.(a), the pair (xq,Xq) is re-
quired to be distinct only at the i-th entry, which differs
from the global version in Definition 1.(a). The intuition
behind such difference lies in establishing a strong local
initial-value privacy in the sense that even if all initial
values of other nodes are known to an adversary, it should
still be difficult for the adversary to infer the initial value
of node i, measured by (e, 0, u). In Definition 2.(b), the
pair (Xg,Xo) is required to be distinct at the i-th entry and
same at the entries in the disclosed set D, while having
no requirement to the nodes in V\{D U {i}}, as node i is
concerned about only its own local initial value.

2.4  Problems of Interest

In this paper, we will focus on the differential privacy
and unobservability of certain initial values x§ for sys-
tem (1), from both global and local perspectives, and ex-
plore the effect of network structure to these notions. To
be precise, we aim to investigate the following questions:

(Q1) From a global perspective, when will the differential

privacy and unobservability of x§ be preserved, and
in particular, what is the relationship between both
notions?

(Q2) If we zoom in the study and focus on the local initial

value for a node i € P, what will be the conditions of
the differential privacy and unobservability?

(Q3) How the structure of the interaction and sensing

graphs affects the privacy preservation conditions and
the unobservability conditions, respectively?

Answers to these questions (detailed in the subsequent
three sections, respectively) will add to our understand-
ing of differential initial-value privacy for linear systems,
the role of the observability in preserving the differential
initial-value privacy of linear systems, and also the effect
of the network structure to the differential initial-value
privacy for a linear network system.

3 Global Initial-Value Privacy of Linear Sys-
tems

3.1 Global Differential Initial-Value Privacy and Un-
observability

Let (V7;Wr) « N(0,27%]) and matrix Qr =
[Hr I, (04127, and denote

Ap = \/(2rQ]) OrEp ||, (5)
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Figure 1. Relationship between the differential privacy and
the unobservability of initial values.

and the extended observability matrix by the disclosed

set D as OP := [Or; E[)]. We then introduce function
r . r
wrs)=0-D-ea-2-0) )

1)2
with Q(w) = \/% [ e~T dv. It is noted that

which implies that x(r,s) is a strictly increasing func-
tion with respect to s > 0, uniformly in r. For conve-
nience, given any r, we denote by &, 1(-) the inverse of
the function k(r, s) with respect to s.

The following results establish necessary and sufficient
conditions for both the differential privacy and unob-
servability of initial values x§ , demonstrating that both
notions are mutually independent (see Fig. 1).

Theorem 1 Let Assumption 1 hold. The differential
privacy and unobservability of initial values x§ for sys-
tem (1) are independent properties.

(i). Theinitial valuesxy of system (1) is (e, 8)-differentially
private under p-adjacency for e > 0, § € (0,1) and
w > 0, if and only if there hold the following both
conditions

rank (Qr) = rank ([Qr OrEp]), (7)

Ap < k1 (0)/m- (8)

(ii). The initial values x5 of system (1) is unobservable if
and only if
rank (OP) <n. (9)

The key ideas in the proof of Theorem 1.(i) and (ii)
lie in transforming the differential privacy of .# in (2)
to the problem considered in [40] and constructing the
%o in Definition 1.(ii), respectively.

Theorem 1.(i) implies that the necessary and suffi-
cient conditions for the (e, d)-differential privacy are
comprised of two ingredients: (7) and (8), playing dif-
ferent roles in achieving the (e, §)-differential privacy of

xi . Specifically, the former indicates that the column
subspace of the P-reduced observability matrix OrEp
is contained by that of {27, characterizing the structural
property of the noise covariance 7. for the differen-
tial privacy, while the latter quantifies the privacy levels
that can be achieved by the amount of noises. It is
worth noting that given any structured noise covariance
Yr¥7 satisfying the qualitative condition (7), there al-
ways exists a finite privacy budget € > 0 such that the
quantitative condition (8) is satisfied under any fixed
0 < < landp > 0.In view of this, it can be easily ver-
ified that if and only if (7) holds, the differential privacy
of x} is preserved with a finite privacy budget ¢ > 0 for
any 0 < § < 1 and g > 0, which implies a qualitative
property of the differential privacy of x and is termed
the differential privacy of initial values x5 with a finite
privacy budget in the sequel.

In Theorem 1.(ii), (9) indicates that the D-extended
observable subspace, denoted by span (O?), does not
span the whole state space. We notice that

rank (O?) = rank (O]%[EP Ep]) = rank (O7Ep)+|D|

which, together with (9), implies that the rank of OrEp
determines the unobservability of x§. In contrast, from
(7) the effective randomness structure (i.e., the struc-
ture of Y7) for the differential privacy of x§ relies on
the column subspace of OrEp, which characterizes the
minimum feasible column subspace of Q. Besides, by
(8) and (5) the OrEp also affects the privacy levels
that can be achieved. Thus, the P-reduced observabil-
ity matrix OrEp affects the differential privacy of x in
both qualitative and quantitative senses. This, in turn,
demonstrates the difference between the differential pri-
vacy and unobservability of x§ in terms of the P-reduced
observability matrix OrEp.

Remark 4 In [28, Theorem 2.6], a sufficient condition
similar to (8) is proposed to quantify the achievable pri-
vacy levels for linear systems with control inputs by ap-
plying the computation method in [11], which is different
from the one used in the paper based on [40, Theorem
5] from the perspective of privacy loss. As a result, this
leads to a more general quantifiable condition, rendering
a necessary and sufficient condition, and a more gen-
eral range of privacy levels (e > 0,0 < § < 1) in contrast
with the condition € > 0 and 0 < § < 1/2 established
in [11,28]. As for the qualitative condition, we note that
Qr is assumed to be full-rank in [28], which enables (7)
satisfied automatically.

Remark 5 We remark that the effect of the disclosed set
D on the differential privacy and unobservability of initial
values x} is different. By increasing the number of en-
tries in D, the column subspace of the resulting P-reduced
observability matriz OpEp becomes tightened, render-
ing a less restrictive qualitative condition (7) in terms



of Qr and thus the noise structure, while the Ap defined
in (5) reduces, leading to a larger requirement of u with
fized (e,6) by (8), i.e., a stronger differential privacy.
In contrast, the dimension of the D-extended observable
subspace span (O?) increases as the D is enlarged, im-
plying a weaker unobservability in the sense that more
information on the initial values is observable.

Remark 6 If the noises vy,w; (i.e., the covariance
Y157 are design freedoms for (e, 8)-differential initial-
value privacy with p-adjacency, Theorem 1.(i) indeed
implies a two-step design method as below.

(1) Fiz a matriz Sy € RMCTHUXE for some h € N, e.g.,
(0073 L7 +1)], such that

rank (QT) = rank ([QT OTEP]) =h

with QT = [H_T Im(TJrl)]iT.
(2) Design Sp = SpA with A € RM*" being an invertible
matriz such that

|A~10L07Ep 1< 571(0) /1.

It is noted that due to the presence of the structural con-
straint (7), an optimal design of Yr, e.g., in the sense
of minimizing the trace of the noise covariance ETE—'T—
as in [44], turns out a non-trivial optimization problem,
which is out of the scope of this paper and needs to be
further studied in the future.

3.2 An Illustrative Example

In this subsection, an illustrative example is presented
to demonstrate the relationship between the differential
privacy and the unobservability.

Example 1. Consider system (1) with

13
1 -1

A:

,C = [1 1] v =0,w; ~ N(0,07)

and let T' = 2, which yields

Yo 11
yi| = %(Xo) =0rxg+W7r, Or=1(22
Y2 44

Regarding the differential initial-value privacy, we let
the noises wy, t = 0, 1, 2 be i.i.d., and observe that Qp =
diag(o, 01,02) -

e For 09 = 0 and 01,00 > 0, as rank (Qp) = 2
and rank ([Qr Or]) = 3, we have rank (Qr) #
rank ([Qr OrEp]) for all P C {1,2}\0), indicating
that the differential privacy of initial values x{ cannot
be achieved by Theorem 1.(i).

e Forog, 01,09 > 0, wecanobtainrank (Qr) = 3. Thus,
the condition (7) is satisfied with any P C {1,2}\0. It
is noted that rank (Or) = 1, which indicates that the
noises w; satisfying (7) are not necessarily i.i.d. but
can be correlated, e.g., ws = 2w; = 4wyp. Regarding
the condition (8), we let oy = 1 and choose p = 1, and
by the guideline in [39] that § is less than any inverse of
polynomials in the size of the database, let § = 1072.
It then can be computed from (8) that the mapping
M (X0) is (€, 0)-differentially private with e = 36.0768
for P = {1,2} and ¢ = 21.1609 for P = {1} and

P = {2}.
For the unobservability, we have the following.

e For P = {1,2}, x} is unobservable for oy > 0, t =
0,1,2 by Theorem 1.(ii) as rank (O2) =1 < 2.

e For either P = {1} or P = {2}, x{ turns out ob-
servable for oy > 0, t = 0,1,2 by Theorem 1.(ii) as
rank (OR) = 2.

In view of the above analysis, both notions of differen-
tial privacy and unobservability of initial values in Def-
inition 1 are neither inclusive nor exclusive, validating
Theorem 1.

4 Local Initial-Value Privacy of Linear Net-
worked Systems

In this section, we regard (1) as a networked system as
specified in Section 2.3 and study the local differential
initial-value privacy and local unobservability following
Definition 2.

Define A; := || (QTQ-'T—)TOTeiH. We present the fol-
lowing result.

Theorem 2 Takei € P C V and let Assumption 1 hold.

(i) The (e, 9)-differential initial-value privacy of node i

under p-adjacency is preserved for e > 0, 6 € (0,1)
and 1 > 0, if and only if there hold the following both
conditions

rank (Q7) = rank ( [QT OTeZ} ), (10)

A < K7HO) p. (11)

(ii) The initial value of node i is unobservable if and only if

%

rank <[O_ﬂ> =rank (OP)+1. (12)



From (10) and (11) it can be seen that the i-th column
of the observability matrix, i.e., Ore; affects the local
differential initial-value privacy of node i qualitatively
and quantitatively. In contrast, Theorem 2.(ii) demon-
strates that the unobservability of x; o is preserved if and
only if e; does not belong to the D-extended observable
subspace span (O%). This thus implies the mutually in-
dependent relationship between the differential privacy
and the unobservability of local initial value x; ¢. Simi-
lar to the discussions after Theorem 1, it is seen that if
and only if (10) holds, the differential privacy of node i
is preserved with a finite privacy budget ¢ > 0, for any
0 <6 <1and p > 0, which also implies a qualitative
property of the local differential privacy in Definition
2.(i), termed the differential initial-value privacy of node
1 with a finite privacy budget in the sequel.

Remark 7 We observe that

rank (OR) =rank (OrEp) + [D|

o2 (0}
rank <L}$]) = rank ( eTT Ep) + [D].

)

Thus, (12) can be simplified as

( o)
rank

T

-
€;

Ep) = rank (OTEP) +1. (13)

In view of this, we occasionally use (13) to replace (12)
in Theorem 2.(ii) in the sequel.

Remark 8 It is noted that the row subspace of Oy does
not change ast > n — 1 increases. Namely, by letting
Oop = 0,1 and O, = [Oy; ES], for T > n — 1 we
have

rank (OL)) = rank (O2)
rank ([O(?b;ej]) = rank ([O%;e;]) ,

which implies an equivalent and simplified condition of
(9) and (12), respectively by using OD, to replace O in
(9) and (12).

5 Generic Property of Initial-Value Privacy

In the previous sections, both the differential privacy
and unobservability of initial values have been studied
from both global and local levels, under a fixed config-
uration (A, C) complying with the network structure
(G, Gs). In this section, we aim to explore the effect of
the network structure (G, Gg) on these properties.

In the following, we say a property to be generically
preserved (or lost) if it is (or is not) fulfilled for almost

all configurations (A, C) complying with any non-trivial
network structure (G, Gg), and fully preserved (or lost)
if such property is (or is not) fulfilled for all configu-
rations (A, C) complying with any non-trivial network
structure (G, Gg). It is clear that these properties are
qualitative. Thus, in the following we focus on the qual-
itative property of the differential initial-value privacy,
i.e., with a finite privacy budget ¢ > 0 under any fixed
0 € (0,1) and g > 0. Such a qualitative property has
been addressed in the previous context to be equivalent
to the rank conditions (7) and (10) for the global and
local differential initial-value privacy, respectively.

5.1 Generic Global Initial-Value Privacy

In this subsection, we take the system initial values
as a whole and study the generic property of differential
privacy and unobservability of global initial values x

for system (1).

Theorem 3 For system (1), letP C 'V and Assumption
1 hold.

(i) The differential privacy of initial values x§ with a finite
privacy budget is either preserved generically or lost
generically.

(ii) The unobservability of initial values x§ is evactly ei-
ther preserved fully or lost generically.

Theorem 3 demonstrates that the differential privacy
and the unobservability of initial values x§ in Defini-
tion 1 are both generic qualitatively, but subject to some
distinctions. By Theorem 3.(ii), given a configuration
(A, C) complying with (G, Gg) if the unobservability of
xp is lost, then it must be lost generically, while if it is
preserved then there is no guarantee of preserving such
privacy generically. Note that with P = (), Theorem 3.(ii)
is consistent with the classical structural unobservabil-
ity [19,20] of system (1), where the unobservability is
either preserved fully or lost generically. This indeed is
consistent with Theorem 3.(ii). However, for the differ-
ential privacy of xt' with a finite privacy budget, from
Theorem 3.(i) if there exists a configuration (A, C) com-
plying with (G, Gg) such that it is preserved (or lost),
there is no guarantee of preserving (or losing) it generi-
cally.

5.2  Generic Local Initial- Value Privacy

In this subsection, we study the generic property of the
differential privacy and unobservability of local initial
values.

Theorem 4 Takei € P C V and let Assumption 1 hold.
(i) The differential initial-value privacy of node i with a

finite privacy budget is either preserved generically or
lost generically.



(i) The unobservability of node i’s initial value is either
preserved generically or lost generically.

Theorem 4 demonstrates that given any network
structure (G,Gs) and P C V, both the differential
initial-value privacy with a finite privacy budget and
the unobservability of local node 7 are either preserved
generically or lost generically. Note that the generic
property of the local unobservability, in which there is
no guarantee of generic preservation (or loss) if there
exists a configuration (A, C) complying with (G, Gg)
such that the local unobservability is preserved (or
lost), which is different from the global unobservability
addressed in Theorem 3.(ii). To have a better view of
this, the following examples are formulated.

Example 2. Consider the unobservability of node 1’s
initial value with (A, C) complying with the network
structure in Fig. 2. Let the private set P = {1, 2,3}, and
the system output trajectory Y with T' = 2 is given by
(2) with

i1 0 c13

Or = 0 C11a12 0

criaizazr 0 cria12a93

It is seen that O is full-rank for almost all configura-
tions (A, C) complying with Fig. 2. Thus, for any xg, X
with x1,0 7£ il,O and OTXQ §£ OT)A(O there exists M -
range(.#) such that P(#(xo) € M) # P(A(%0) €
M), for almost all configurations (A, C) complying with
Fig. 2. By Definition 2, this indicates that the initial
value of node 1 is observable generically.

S1

1
3 2
o———>0

Figure 2. Network topologies (G, Gsg) with 3 network nodes
(blue circles) and 1 sensing nodes (red circles). The line
without arrow denotes a bidirectional edge.

However, by letting the configuration (A,C) be
such that ci1a23 = ci3a91, simple calculations show
that P(A#(xg) € M) = P(A#(%0) € M) for all
M C range(#) and all x¢,%Xo with z19 # &1, and
c13(23,0 — 23,0) = c11(®1,0 — 1,0). According to Defini-
tion 2, this indicates that the initial value of node 1 is
unobservable under the configuration (A, C) satisfying
C11G23 = €13a21.

Thus, even if there exists a configuration such that
the initial value of node 7 is unobservable, it may still be

observable generically. This validates the statement (i)
of Theorem 4. B

Example 3. Consider the unobservability of node 4’s
initial value under the network structure in Fig. 3. Let
the private set P = {1, 2, 3,4}, and the output trajectory
Y with T = 3 is given by (2) with

cn 0 c13 0

€11011 c11a12 0 c11014

Or =

2
C110a7, C11(112(@11 +022) C11a12G23 C11G11G14

3 2
c11a3; * ? €11a71a14

with * = ¢c11a12 (a%l +a11a22+a§2) and 7 = c¢11a12a93 (a11+
ag9). Simple calculations then can show that P(.Z (xq) €
M) = P(A#(x0) € M) for all M C range(#) and
any Xo,Xg with x40 # £40 and &;0 = z;0 + n; for
Jj =1,2,3, where n,’s satisfy

c11m +c13n3 =0
a1 + aiene = a14(Ta,0 — £a,0) (14)

a27)2 + az3n3 = 0.

It is clear that the above matrix equations (14) have a
solution for almost all configurations (A, C) complying
with Fig. 3, which, by Definition 2, indicates that the
initial value of node 4 is unobservable generically.

S19= 1 < 4.
3 2
¢—

Figure 3. Network topologies (G, Gs) with 4 network nodes
(blue circles) and 1 sensing nodes (red circles).

However, by letting the configuration (A, C) be such
that C13Q11G22 + C11A12023 = 0 and C11a14G22 7é 0, it can
be seen that there exists no 7;’s such that the matrix
equations (14) holds for any x4,¢ # &4,0, and

(a22+a11)y17a11a22y07y2 = 0110141122!174,0+9(WT7 VT)

with g(Wr, V) being some function of noise vectors
W, V. This immediately yields that for any xg,Xg
with x40 # £4,0 there exists M C range(.#) such that
P(A (x9) € M) # P(A(%x9) € M). By Definition 2,
this indicates that the unobservability of node 4’s initial
value is lost under the configuration (A, C) satisfying
€13a11022 + €11a12023 = 0 and c11a14a22 # 0.



Thus, even if there exists a configuration such that
the unobservability of node ¢’s initial value is lost, such
property may still be preserved generically. This is con-
sistent with the statement (ii) of Theorem 4.

Remark 9 It is noted that all previously established re-
sults can be extended to linear systems with time-varying
state and output matrices Ay, Cy by replacing the ob-
servability matriz O by its time-varying variant 0=
[Co; C1Ag; -+ CrAT_1--- Agl.

6 Applications to Privacy-Preserving Consen-
sus

In this section, we revisit the privacy-preserving con-
sensus algorithm proposed in [15] over an undirected
connected communication graph Geom = (V,Ecom),
which can be described by

Xt+1 = (I — L)Zt s Zy = Xt + Yt (15)
where x; is the vector of node states, z; is the vector of

node messages, and -; is the random noise satisfying

Vo, t=20
Yt =
v — vy, t>1

with ¢ € (0,1) and {v;} being i.i.d. Gaussian vectors
with zero mean and covariance I, and L is the Laplacian
matrix complying with Geom, i.e., [L];; = [L];; > 0,
[L]ij = 0if (i) & Ecom, and 3_;_, ;. ;[L]ij < 1. Let us
arrange the eigenvalues of A := I — L in the decreasing
order as A1 > Ay... > A\, with \; = 1 and |\;|< 1 for
i=2,...,n by [41]. According to [15], there holds

E”Xt - ]—nlr—erO/nH2: 0(pt)7 pP= max(apz, )‘ga )‘31) .

16)

In [15], the initial-value privacy of the algorithm (15)
is studied against a malicious node under an observabil-
ity condition, by employing the estimation covariance
matrix as the privacy measure. In the following, we con-
sider a different scenario where some transmission mes-
sages and initial values are public and the observabil-
ity condition is removed, and analyze the corresponding
differential privacy and unobservability of initial values.

We suppose that the algorithm (15) runs for a finite
T > n — 1 iterations and the eavesdroppers have access

to the transmission messages of nodes my, ..., mgq. Then
we can obtain the system (1) with
C:[em17~-~7emq]Ta Vt:A’Yta wt:C')’t-
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With a bit abuse of notations, we let

C 0 0 --- 0
CA-1I) ¢C 0 --- 0
Qr =| CAA-TI) ¢C(A-I) *C--- 0

. (pTC—

|CAT(A —1) pCAT-1(A 1)

According to Theorem 1, the following result is formu-
lated to demonstrate the differential initial-value privacy
of the algorithm (15).

Proposition 1 Let P C V be any private set. Then for
all Laplacian matriz L complying with Geom, the algo-
rithm (15) preserves the (¢, §)-differential privacy of ini-
tial values x5 under p-adjacency if and only if

Ap < 5 1(0)/1 (17)

with Ap = |07 Ep].

With Proposition 1, as T increases, it can be verified
that a larger lower bound of e is derived from (17) with
fixed i, . This, together with (16), implies a trade-off be-
tween the differential privacy and computation accuracy,
as in the conventional differential privacy-preserving av-
erage consensus algorithms [13,14] by perturbing the ini-
tial values with random noises. Note that when 7' con-
verges to infinity, the resulting e grows to infinity. As
for the differential initial-value privacy of local node 1,
Proposition 1 can still be applied by letting P = {i}.

On the other hand, given any P and with D = V\P,
one can compute the corresponding D-ezxtended observ-
ability matrix O and verify (9) in Theorem 1 (respec-
tively, (12) in Theorem 2) to conclude whether the global
(respectively, local) unobservability for the algorithm
(15) is preserved. About the generic property, the fol-
lowing result is formulated.

Proposition 2 The initial values x5 of (15) are observ-
able generically, i.e., for almost all Laplacian matriz L
complying with the undirected network Geomn -

In summary of the previous analysis, we have estab-
lished a series of new insights on the differential privacy
and unobservability of initial values for the algorithm
(15), which together with [15] forms a deep understand-
ing of the initial-value privacy for the algorithm (15).



Figure 4. Cycle graph of 6 nodes

0 5 10 15 20 25 30
t

Figure 5. Trajectory of each state x; ;. The black dashed line
corresponds to the average value.

Example 4. We consider the cycle graph of 6 nodes
as in Fig. 4. We assign each edge (i,7) with the same
weight % and choose ¢ = 0.9. Fig. 5 illustrates the
trajectory of each node state z;; with T' = 30, and
|l xr—1,1,)x0/n|= 0.0954. We assume that the message
of node 1 is public, i.e., C = e{ . Regarding the differen-
tial privacy of the algorithm, we let p = 1 and § = 0.01,
and then can obtain € = 797.6 for P = {1,...,6}, and
e = 663.1 for P = {1,3,...,6} from (17). As far as the
differential privacy of local initial values is concerned,
the resulting local ¢; with P = {1,3,...,6} are given by

61 = 1955, €3 = 134, e, = 127.2, €5 = 134, e = 155.4.

We note that all these privacy levels can be lowered for
better privacy guarantees by reducing the running time
to T = 15, as e = 86.0 for P = {1,...,6}, and for
P={1,3,...,6},e="72.1and

€1 =45.8, 3 =10.0, e4 = 7.3, €5 = 10.0, e = 20.4,

while the computation accuracy becomes larger as ||x7—
1,1,) xo/n||= 0.5885. This thus demonstrates the trade-
off between the differential privacy and the accuracy.

Regarding the unobservability, the observability ma-
trix satisfies rank (Or) = 4. Besides, we have

rank ([Or; e]) =5, fori=23,5,6,

?
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yielding that the unobservability of initial values of all
nodes except 1,4 is preserved by Theorem 2. We assume
that z90 (or xe,) is public to the eavesdropper, i.e.,
D = {2} (or {6}), under which we have O} = 5 and

rank ([02;e/]) =6, fori=3,5,

yielding that the unobservability of initial values of
nodes 3, 5 is preserved and of node 6 (or 2) is lost w.r.t.
D = {2} (or {6}). Thus, the unobservability of initial
values of nodes 2 and 6 are closely related, i.e., to protect
the unobservability of nodes 2 (or 6), extra measures
should be taken to protect xg,o (or x2,0) being public.
Similarly, it is verified that the unobservability of initial
values of nodes 2, 6 is preserved and of node 5 (or 3) is
lost w.r.t. D = {3} (or {5}). Thus, the unobservability
of nodes 3 and 5 are closely related.

7 Conclusions

In this paper, we have studied the differential pri-
vacy and unobservability of certain sensitive initial val-
ues for linear dynamical systems with random process
and measurement noises where the non-sensitive initial
values are assumed to be public. We developed neces-
sary and sufficient conditions for both differential initial-
value privacy and unobservability, which demonstrates
their independent relationship. Particularly, for the dif-
ferential initial-value privacy both qualitative and quan-
titative conditions were developed, characterizing the ef-
fect of the observability matrix reduced by the set of
sensitive initial states on the noise structure and the
achievable privacy levels by the noises, respectively. In
contrast, it was shown that the unobservability equals
to that such a reduced observability matrix is not full-
rank. Next, by regarding the considered linear system
as a network system, the previously established results
have been extended to establish the differential initial-
value privacy and unobservability of local nodes. In ad-
dition, we showed that all these initial-value proper-
ties are generically determined by the network structure
from a qualitative perspective. In future works, topo-
logical conditions (see e.g. [21,42]) will be explored for
generic global and local unobservability, and the consid-
ered privacy metrics will be utilized to develop privacy-
preservation approaches for linear dynamical systems.

A Proof of Theorem 1

We notice from the necessary and sufficient conditions
(7)_(892 and (9) that the differential privacy of initial val-
ues x;, with any privacy levels (e, d, ) neither implies nor
is implied by the unobservability of x{, demonstrating
their independent properties. Thus, we focus on proving
the statements (i) and (ii) in the following.



A.1  Proof of statement (i)

The proof is established on the following lemma,
adapted from [40, Theorem 8].

Lemma 1 Foranye > 0,6 € (0,1),u > 0, the Gaussian
mechanism M (x) = Fx + Z with Z ~ N(0,1,,) is (€, )-
differentially private under p-adjacency if and only if

r(e; pl| Fl) < 0. (A1)

With this lemma in mind, and noting that (A.1) is
equivalent to the inequality

IFlI< 5H(8) /1t

we now proceed to prove the statement (i) of Theorem
1. Let rank (27) = ry,, and define the orthogonal matrix

U:=[U, Uy e R (T+1)x(m(T+1))

where U; € R (T+1)x(m(T+1)=ra) 51q U, € R™(T+1)xry

are the matrices, whose columns are eigenvectors cor-
responding to zero and nonzero eigenvalues of matrix
QrQ7, respectively. Thus, we have U] QrQLU; = 0
and Ap = U; QTQ¥U2 is a nonsingular diagonal ma-
trix. Then we define two mappings

%1 (Xo) = UI./”(X())
Mo(xo) = A PUT A (x0)

With this in mind, we notice that for any x¢, X sat-
isfying x5 = % and ||x§ — ¥ ||< 1, (3) is equivalent to
saying

]P)(jfl (Xo) S Ml)P(%Q(Xo) S MQ)
< e P( M1 (%0) € My)P(Mo(X0) € M2) + 6,
YM; C R™THD=m My C R™ .

(A.2)

In view of the above analysis, the proof reduces to
show that (A.2) holds if and only if (7) and (8) are sat-
isfied.

(7)-(8) = (A.2). With (7), it immediately follows
that TO7Ep = 0 for any I' € R™>™T+D guch that
I'Qr = 0. As UlTQTQ;Ul = 0, we then can obtain
that ., is deterministic and U{ O7Ep = 0, implying
U Or(x¢ — %) = 0. This further yields

P( A1 (x0) € My) =P( A1 (%x0) € M) € {0,1}. (A.3)
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Moreover, we observe that Q—'T—QT = UQATU;—, which

implies (Q2707)" = UsAZ1UJ and thus /(Q00Q1) =

A;l/ 2U2T . According to Lemma 1, we then can conclude
from (8) that the mapping

Ms(xE) = A, PUT OrEpxt + 1

with § ~ N(0,1,,), is (¢, 0)-differential private under p-
adjacency. Note that .#5(xo) can be rewritten as

%Q(X()) = %3()(013) + A;l/QUJOTEDXOD .

Thus, .#>2(xg) is also (e, §)-differential private under p-
adjacency, i.e.,

P(%Q(XO) S Mg) < €6P(%2()AC0) S MQ) +
VMQ Q R"™ .

(A

Therefore, by combining (A.3) and (A.4), the (A.2)
immediately follows.

(A.2) = (7)-(8). We first prove that (A.2) implies
(7) by contradiction. We suppose (7) is not satisfied, i.e.,

rank (Qr) # rank ( [QT OTEP] ). (A.5)

It then follows that UIOTEP # 0, and thus there exist
X0, Xo satisfying x5 = %5 and ||x§ — % ||< p such that
U Or(xg—%0) # 0. With such xg, X being the case, we
let M; be such that U{ Orxy € My and U] Or%g ¢ My,
and My = R"™. This yields that

P(%l(XQ) S Ml)P(%Q(XO) S Mz) =1
P(./%l(f(o) S Ml)ﬂp(%g(fio) € Mg) =0,

which contradicts with (A.2). Therefore, (7) is satisfied.

With (7), from the previous arguments we can ob-
tain (A.3). This, together with (A.2), then implies that
(A.4) must hold, leading to (8) by Lemma 1 and recall-

Qrol)t = A;?U].

ing

In summary of the previous proofs, the statement (i)
is concluded.

A.2  Proof of statement (ii)

Sufficiency. We suppose (9) holds. Thus, there exists
nonzero 1 € ker (O%) such that Orxy = Or(x¢ + 1),
which, together with (2), implies

P(A (x0) €M) = P(M(xo+71) €M) (A6)



for all M C range(.#) and all x, € R™. Moreover, given
any xo € R", we have E[)(xo + 1) = ELxo + E{)n =
E[,xo. This, together with (A.6), completes the proof by
Definition 1.(b).

Necessity. To show the necessity part, the contradiction
method is used. With the unobservability of x§, we sup-
pose that (9) does not hold, i.e., rank (O%) =n. Then
for all non-identical xg, X satisfying x5’ = %5, we have
02(xg — %¢) # 0, yielding Orx¢ # OrXo. Thus, from
the definition of . in (2), it is clear that there exists
M C range(.#) such that

]P)(.%(Xo) S M) 7& ]P)(.%()A(()) S M) . (A7)
This contradicts with the fact that the x{ of system (1)
is unobservable. Therefore, it can be concluded that (9)
holds, completing the proof of statement (ii).

B Proof of Theorem 2

We note from Definition 2 that the local differential
initial-value privacy of node i is established on the sce-
nario where initial states of all nodes except node i are
known by eavesdroppers. Thus, the proof of Theorem
2.(i) can be easily derived by applying Theorem 1.(i)
with P = {i}. In the following, we focus on the proof of
Theorem 2.(ii).

Necessity. We first use the contradiction method to show
that if the initial value of node ¢ € P is unobservable,
then necessarily (12) holds. Following Definition 2.(b),
we fix xo, %o as a pair of initial states satisfying z; o #
%40, Tj0 = 5,0 for j € D, such that

P(A (x9) € M) = P(M (%X0) € M) (B.1)

for all M C range(.#), and suppose that (12) does not
hold, i.e.,

rank ([OD; e/]) = rank (OP)

which indicates that there exists I'; € R™T+1D and Ty €
RIPI such that

IOr+T5E] =¢/ .
It then follows from (2) that
] A (x0) = T] Orxo + 1] (HrVr + Wr)

= (¢ —T9EL)xo + T (HrVr + Wr)
= Zi0 — F;X([)) + FT (HTVT + WT) .

Thus, by Z4,0 7é 1A77370 and Tjo = i‘j@ for ] € D, there
exists M C range(I'] .#) such that
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This contradicts with (B.1). Therefore, the identity (12)
must hold, completing the necessity proof.

Sufficiency. We approach the sufficiency proof by con-
structing a X with any given x( such that x; o # ; 0,
xj0 = &jo for j € D, and (4) holds.

With (12), we can obtain that e/ ¢ span([Or; EJ]),
and there exists K € ker([Or; E[}]) such that

OrK=0, EJK=0, e K#O0.

Then given any xg € R", let xg = x¢ + K, yielding

xp — x5 =E[(x0 —%0) = —“EJK =0
T

i‘i70 =e; Xo = elTXo + e;'—K =Z;0-

Moreover, we have

%(Xo) = Orxg+ HrVy + Wr
= Orx9 + O7K+HrVy +Wr
Orxo+HrVyr + Wrp,

yielding (B.1). By Definition 2, this thus proves that the
initial value of node ¢ € P is unobservable, completing
the proof.

C Proof of Theorem 3

To ease the subsequent analysis, we collect all edge
weights a;;, c;; in a configuration vector § € RN with N
being the total number of edges in (G, Gg). In this way,
all matrices A, C are indeed functions of #, and so are
the resulting Q7 and Or.

Instrumental to the proof is the following lemma.

Lemma 2 Let ®(0) € R™™ with m < n be a matriz
each entry of which is a polynomial function of 0. Then
there exists a nl%b < m such that

rank (®(0)) = rmax ,

for almost all € RN (C.1)

rank (®(0)) < rmax, forall® € RN, (C.2)

Proof. The proof of this lemma is to find the maximal
value of rank(®(0)). Let a;(0) : RN - R, j=1,...,m
be such that

det (sI— @(0) " @(0)) = iaj(a)sj*1 + st
j=1



Note that all a&;(6) are polynomial functions of 6. We
run the following recursive algorithm from k£ = 1 until
T'max 1s found.

Step k: Check whether there exists #’ € RY such
that ay(6’) # 0. If so, using the fact that analytic func-
tions that are not identically zero vanish only on a zero-
measure set, we can conclude that @ () # 0 holds for
almost all & € RN, This, together with the fact that
a;j(0) = 0 for all j < k—1 and all § € RY, indicates
that (C.1) and (C.2) hold with ryax = m — k + 1. Oth-
erwise, if for all § € RY, a;(#) = 0, we then proceed to
Step k + 1.

If at the m-th recursion of the above algorithm, we
still cannot find a 6§ € RY such that &,,(#) # 0, we then
can conclude that rp,. = 0. R

With this lemma in mind, we now proceed to prove
the two statements in Theorem 3 respectively.

Proof of (i). According to Theorem 1.(i), the differential
privacy of initial values x} can be preserved with a finite

privacy budget if and only if
rank (Qr(6)) = rank ( |Qr(6) Or(0)Ep|).  (C:3)

Let S C R be such that the above equality (C.3) holds
for all § € S and does not hold for all § € RV\S. We
now show that either such set S or its complementary set
RMN\S is zero-measure, which in turn proves the state-
ment (i). In the following, the contradiction method is
applied by assuming that both S and RV \S are nonzero-
measure.

Note that each entry of Qpr(0) and O7(0) is indeed a
polynomial function of . By Lemma 2 there exist ' C
RY and S” C RY such that both RN\S" and RM\S" are

zero-measure sets, and

rank (Q7(0)) < Tomega » Vo € RN
rank (Q27(6)) = Tomega » Vo es
rank (|Q7(0) Or(0)Ep| ) < Tmix Vo € RN
rank (|Q7(0) Op(0)Ep|) = Tmiz » voes”

for some 7Tomega,Tmic > 0. As S is assumed to
be nonzero-measure, it then can be seen that S N
S s nonzero-measure, and thus S N S ns” is
also nonzero-measure. Note/ that” for all # in such
nonzero-measure set S NS N S, there holds the

equality (C.3) with rank (Q¢(6)) Tomega and
rank ( [Qp(0) OT(Q)EP] ) = Tmiz, which yields that
= iz, 1€, (C.3) holds for all @ € S'NS".

Tomega

Hence, it can be concluded that s'ns” c S, and thus
RM\S € RM\S  URM\S". Recalling that both RN\S'
and RY \SN are zero-measure, we then can obtain that
RM\S is also zero-measure, which contradicts with the
assumption that both S and R™V\S are nonzero-measure.
Therefore, either S or RV\S is zero-measure, which
completes the proof of (i).

Proof of ( ng According to Theorem 1.(ii), the unobserv-
ablity of x;, is preserved if and only if

rank ([Or(0); Ef]) < n. (C4)

Note that each entry of Or(8) is a polynomial function
of 6. Denote the maximal rank of matrix [Or(6); E{)]
by rlo)b. By Lemma 2, it is clear that if there exists one
6 € RY such that 7”?17 = n, then r?b = n for almost all
0 € RV, which indicates that the unobservablity of xf
is lost generically. Otherwise, if there does not exist such
6 such that 7"2) = n, then rl?b < n for all # € RN, which
indicates that the unobservablity of x§ is preserved fully.
This completes the proof.

D Proof of Theorem 4

Proof of (i). The proof of the first statement can be easily
done by applying the arguments of the proof for Theorem
3.(1) with P = {4}, and is thus omitted for simplicity.

Proof of (ii). Let ©; C R be a set of configuration vec-
tor 6 such that the initial value of node i is unobservable
for all # € ©; and observable for all # € RV\O;. It is
clear that the proof is done if we show that either ©; or
RV \©; is zero-measure. To prove it, we use the contra-
diction method, and assume that there exists a nonzero-
measure set ©; € R of configuration vector 6 such that

(P1) the set RV\©; is nonzero-measure, and
(P2) the complete initial-value privacy of node ¢ is pre-

served only for § € ©1 under (G, Gg), and

(P3) the complete initial-value privacy of node i is lost for
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6 € RN\©; under (G, Gg).

Then, according to Theorem 2.(ii) and Remark 7, it can
be inferred that

(P2) «—
Or(0E
rank TT(E? Pl — rank (Or(0)Ep) +1,for all € O, .
e; P




Let aj(0) : RN — R, j =1,...,n be such that

-
Or(0)Ep

T
e, Ep

Or(0)Ep

T
e, Ep

det | sI —

= i a;j(0)sI =1 + st
j=1

By Lemma 2, there exists a nonzero-measure set ©,, C
RY such that the set RV\©,, is zero-measure, and for
all 0 € Oy, rank (O, (0)Ep) = nopb. Besides, it is clear
that, for all § € RV

rank (

Since ©; is nonzero-measure and RV\O,, is zero-
measure, we have ©1 N Oy, # (. Thus letting 6* €
©1 N O, yields that rank (Or(0*)Ep) = n% and

Or(6)Ep

T
e, Ep

> <rank (Or(0)Ep)+1. (D.1)

01 (6")Ep

T
e, Ep

rank = rank (O (6*)Ep) + 1

:n%b+1.

This then implies ay,,, (6*) # 0 with n,, =n — 1 — n®.
Note that analytic functions that are not identically zero
vanish only on a zero-measure set. This indicates that
there is a nonzero-measure set O3 C R of configuration
vector 6 such that

(P4) the set RV\Oj is zero-measure, and
(P5) the inequality «,, (f) # 0 holds for all § € ©,.

Thus, for all § € ©,, N O3, we have

which, together with (D.1), yields

rank (

for all & € O, N Oy. According to Theorem 2.(ii)
and Remark 7, this implies that the initial value
of node 7 is unobservable for all configuration vec-
tor § € Oy, N Oz. Then by (P2) and (P3), it fol-
lows that (RV\©;) € RN\(0,, N ©3), where the set

Or(0)Ep

T
€, EP

%

n‘F’,bJrl

= rank (Or(0)Ep) + 1,

Or(0)Ep

T
€, Ep

) =rank (Or(0)Ep) +1

15

RV\(0,,NO3) = (RV\O,,) U(RN\O,) is zero-measure.
This indicates that RY \©1 is zero-measure, which con-
tradicts with (P1), and thus completes the proof.

E Proof of Proposition 1

Following the terminologies in previous sections, we
have
Y r =07rxy+ QTVO,.“,T (El)

with vo . 7 being a vector of i.i.d. noises v; over ¢t €
[0, T, satisfying the distribution N(0,I). Then, it is eas-
ily seen that the matrix Qp is full-row rank, which in-
dicates that the condition (7) in Theorem 1 is fulfilled
for any disclosed set D C V and all Laplacian matrix L
complying with Geon. The proof is thus completed ac-
cording to Theorem 1.

F Proof of Proposition 2

Following the terminologies in Section 2, we let
(G,Gg) be the network associated to (A,C) with
A =1-L. As the communication graph Geop, is con-
nected, it is clear that for every node i € V, there is a
directed path from i to a sensor node in Gg in (G, Gg).
Besides, there exist n disjoint self-cycles (i,4), i € V
in G as A = I — L. Thus, according to Theorem 1
in [20], it is concluded that the pair (A, C) is observable
structurally, i.e., for almost all (A, C) complying with
(G, Gg). Moreover, we collect all edge weights a;; in a
configuration vector # € RY with N being the total
number of edges in G.

With this in mind, we next show that (I — L, C) is
observable for almost all Laplacian matrix L comply-
ing with the communication graph Gom, which indeed
can be regarded as a generalization of the above analysis
on the structural observability of (A, C) by constrain-
ing 0 eW:= {9 S RQIO : Z?:l aij(ﬁ) =1, CEU(H) =
aj;(0),i € V}, i.e., an algebraic variety of RY. Accord-
ing to [32, Theorem 3.3 and Remark 1] and the duality
between observability and controllability, it follows that
(I — L, C) is observable for almost all Laplacian matrix
L complying with Geop,. This completes the proof.
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